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KASPERSKY FRAUD PREVENTION SERVICES 

ACTIONABLE INTELLIGENCE THAT MATTERS* 

The emergence of online financial services has created a whole new set of risks and the elimination 

of those risks requires specific expertise. Banks and other financial institutions are experts in their 

field of financial transactions, but that is not enough when faced with cyber-threats. However, this 

knowledge gap can easily be filled with the help of security experts. 

Cybercriminals have many tools at their disposal and will utilise whatever is required to conduct a 

successful attack. For this reason, effective fraud prevention must be built on a foundation of 

comprehensive threat expertise, and not just based on financial malware threats. 

 

Kaspersky Lab has a deep threat perspective on both a local and global scale and we are ready to 

share our knowledge with you in many different formats. 

Kaspersky Security Network, the world’s most advanced global intelligence network unites millions 

of users from more than 200 countries. Our top security experts from the Global Research & Analysis 

Team (GReAT) are located in 16 countries around the world, and are supported by 30 Kaspersky 

offices in 29 countries. This global perspective combined with local insight empowers Kaspersky Lab 

to monitor both the macro and micro threat landscapes, ensuring that our customers remain 

protected against threats originating anywhere in the world.  

Only Kaspersky Fraud Prevention’s combination of intelligence and technology allows you to focus on 

your business, and not be distracted by security. 

Professional Services 

Today, cyber-attacks on banks are highly sophisticated and organisations like yours may require 

analysis and investigation of specific attacks – Professional Services from Kaspersky Lab. We are a 

world leader in malware analysis, detecting and combating threats such as Red October – a series of 

attacks against computer networks targeting government agencies. Our experts also discovered 

Gauss, a cyber-threat designed to monitor online banking accounts, and our research thus far shows 

the majority of users affected are in the Middle East.  
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Our highly customisable Fraud Prevention Professional Services portfolio delivers incident 

investigation and malware analysis, providing you with detailed reports on the results of these 

procedures. 

Intelligence Services 

Kaspersky’s Fraud Prevention Intelligence Services provide customised reporting, delivering 

unmatched visibility into your specific environment and a wider global perspective and insight. 

As part of our intelligence services you will receive monthly or quarterly reports about the financial 

threats active during the reporting period. 

Educational Services 

Get access to the experts with Education Services – ranging from working with your team on a 

customised deployment, to educational briefings, dedicated incident investigation and forensics by 

the people who fight cyber-threats on a daily basis. 

Kaspersky Fraud Prevention Educational Services include practical cyber-security insights and 

analysis of online banking threats with theory and practice sessions. 

Management Services 

Consult a dedicated Security Account Manager – your interface to Kaspersky’s expertise. During the 

working week the account manager will be your key point of contact and their availability will be 

tailored to your specific organisational needs. 

Why choose Kaspersky Fraud Prevention Services? 

 Delivered by industry-leading security experts with more than 16 years of experience  

 We focus on threats that are currently active, providing hands-on experience 

 We provide details of all the latest cybercriminal techniques and scams 

 With over 25  offices around the globe training can be carried out in a location that suits you  

 We work closely with Interpol and CERTs around the world 

Some of our top experts: 

Costin Raiu 

Director, Global Research & Analysis Team 

 19 years of experience in IT Security and antivirus development 

 Presented at over 50 international IT security conferences 

 Leading the Global Research & Analysis Team at Kaspersky that researched 

the inner workings of Stuxnet, Duqu, Flame, Gauss and more recently, Red 

October and MiniDuke 
 

Vitaly Kamluk 
Principal Security Researcher, Global Research & Analysis Team, Russia 

 8 years of experience in malware analysis 

 Speaker at 60+ security conferences, symposiums and other events in the past 

5 years 

 Author of two security technology patents 
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Sergey Golovanov 

Malware Expert, EEMEA, Global Research & Analysis Team 

 Author of numerous technical security articles  

 Regular presenter on key security conferences 

 Has acknowledgements for CVE-2013-0633 CVE-2010-2729 CVE-2010-3338 

CVE-2010-2743 and several patented technologies 

 

 

Kaspersky Fraud Prevention Services are part of Kaspersky Fraud 

Prevention solution, which also includes: 

 The bank-side server component Kaspersky Fraud Prevention Clientless Engine 

 The client-side component Kaspersky Fraud Prevention for Endpoints 

 Kaspersky Fraud Prevention Management Console 

 Kaspersky Fraud Prevention SDK for Mobile Devices 

This multi-layered security approach powering Kaspersky Fraud Prevention allows your financial 

institution to leverage the most advanced threat intelligence network in the world, which guarantees 

the most reliable and fastest protection for your customers. 

 

About Kaspersky Lab 

Kaspersky Lab is the world’s largest privately held vendor of endpoint protection solutions. The company is 

ranked among the world’s top four vendors of security solutions for endpoint users. Throughout its more than 

16-year history Kaspersky Lab has remained an innovator in IT security and provides effective digital security 

solutions for large enterprises, SMBs and consumers.  

Contact us to find out more: 

 Kfp_hq@kaspersky.com 

 www.kaspersky.com/fraudprevention 


